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1 How to log in to the CS servers (ssh)

The same general procedure can be used to access other linux/unix machines on which you have

an account.

Access to the servers is via the command line.
UBC CS instructions are located at: https://my.cs.ubc.ca/docs/connecting-department-unix-servers

A terminal emulator is required - On MacOS or Linux, open 'Terminal’ - On Windows, open 'Command Prompt’

If ssh does not seem to be available on your computer, or to use a different option, here are two
more...

e The UBC CS instructions mention Xmanager. It's commercial software available free for
UBC students and provides much more functionality than what is required for our purposes.
(https://my.cs.ubc.ca/docs/free-terminal-emulation-software-xmanager)

e PuTTY is a popular and effective terminal emulator that's been around since 1999.

(https://wuw.putty.org)

When your terminal emulator is open, a prompt will be available for commands. This is the command prompt on your

computer and will appear differently on different machines. Typically some variation of these:

e On MacOS:
YOURUSERNAME@HOSTNAME ~ %

e On Windows:
C:\Users \YOURUSERNAME >

e On Linux:
[YOURUSERNAME@HOSTNAME ~]$

Run the command:
ssh YOURCWL@remote.students.cs.ubc.ca


https://my.cs.ubc.ca/docs/connecting-department-unix-servers
https://my.cs.ubc.ca/docs/free-terminal-emulation-software-xmanager
https://www.putty.org

Change YOURCWL to your CWL username

& jason — -zsh — 80x24
jason@macbook ~ % ssh YOURCWL®remote.students.cs.ubc.ca

(a) Mac: Command prompt

| & Command Prompt o X

Microsoft Windows [Version 10.8.22000.1455]
(c) Microsoft Corporation. All rights reserved.

C:\Users\jason>ssh YOURCWL@remote.students.cs.ubc.ca

(b) Windows: Command prompt

The first time this connection is attempted, an additional prompt will appear. Type 'yes' to allow the connection and

the fingerprint will be saved for later connections

jason — ssh jsnh@remote.students.cs.ubc.ca — 80x24

jason@macbook ~ % ssh jsnh@remote.students.cs.ubc.ca

The authenticity of host 'remote.students.cs.ubc.ca (198.162.33.37)' can't be es
tablished.

ED25519 key fingerprint is SHA2G66:LEXJxcMswéjulPgxECVsVOx0kL25yRkgDBFawWgz Q9 fw.
Are you sure you want to continue connecting (yes/no/[fingerprint]}?

(a) MacOS: Key fingerprint

At the password prompt, enter your CWL password

B Command Prompt - ssh jsnh@remote.students.cs.ubc.ca o X
Microsoft Windows [Version 10.0.22000.1455]

(c) Microsoft Corporation. All rights reserved.

IC: \Users\jason>ssh jsnh@remote.students.cs.ubc.ca

[The authenticity of host 'remote.students.cs.ubc.ca (198.162.33.37)" can't be establisl
ED25519 key fingerprint is SHA256:LBXIxcMsw6julPgxECVSVQXOKL25yRkgD8FANgzQofu
Are you sure you want to continue connecting (yes/no/[fingerprint])? .

(b) Windows: Key fingerprint

jason — ssh jsnh@remote.students.cs.ubc.ca — 80x24

jason@macbook ~ % ssh jsnh@remote.students.cs.ubc.ca

The authenticity of host 'remote.students.cs.ubc.ca (198.162.33.37)' can't be es
tablished.

ED2551% key fingerprint is SHA256:LBXJxcMswéjulPgxECVsVOxOkL25yRkgDBFawWgzQFfw.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added 'remote.students.cs.ubc.ca,198.162.33.37' (ED2551%) t
o the list of known hosts

jsnh@remote.students.cs.ubc.ca's password:

(a) MacOS: Enter your password

Once connected, a prompt will be available for commands
YOURCWLGOSERVERNAME:~$

Command Prompt - ssh jsnh@remote.students.cs.ubc.ca o X

Microsoft Windows [Version 10.8.22000.1455]
(c) Microsoft Corporation. All rights reserved. |

C:\Users\jason>ssh jsnh@remote.students.cs.ubc.ca

The authenticity of host 'remote.students.cs.ubc.ca (198.162.33.37)" can't be established.

ED25519 key fingerprint is SHA256:LBXIxcMsw6julPgxECVsVQxOKL25yRKgDSFAWgzQofu.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added 'remote.students.cs.ubc.ca,198.162.33.37' (ED25519) to the list of known hosts.
jsnh@remote.students.cs.ubc.ca's password:

(b) Windows: Enter your password

. This is the command prompt on the server.

jason — ssh jsnh@remote.students.cs.ubc.ca — B0x24

jason@macbook ~ % ssh jsnh@remote.students.cs.ubc.ca

The authenticity of host 'remote.students.cs.ubc.ca (198.162.33.37)' can't be es
tablished.

ED25519 key fingerprint is SHA256:LBXJxcMsw6julPgxECVsVOx0kL25yRkgDBFawWgzQ9fw.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added 'remote.students.cs.ubc.ca,198.162.33.37' (ED25519) t
o the list of known hosts.

isnh@remote.students.cs.ubc.ca's password:

Last login: Fri Jan 28 13:51:35 2823 from

Did you know there are other servers you can ssh to? Such as...
# thetis.students.cs.ubc.ca (64 CPU - 196GE RAM)

# pender.students.cs.ubc.ca (64 CPU - 196GE RAM)
# anvil.students.cs.ubc.ca [ 8 CPU - &4GB RAM)
# valdes.students.cs.ubc.ca ( 8 CPU - &4GB RAM)

For remote access to your students.cs mail, use the following server settings.
IMAP: mail.students.cs.ubc.ca (SS5L — Port 993)
SMTP: mail.students.cs.ubc.ca (SSL — Port 465)

jsnh@gambier:~%

(a) MacOS: Logged in

B OpenSSH SSH dlient o X

Microsoft Windows [Version 10.0.22000.1455]
(c) Microsoft Corporation. All rights reserved.

C:\Users\jason>ssh jsnh@remote.students.cs.ubc.ca

The authenticity of host 'remote.students.cs.ubc.ca (198.162.33.37)" can't be established

ED25519 key fingerprint is SHA256:LBXJIxcMsw6julPgxECVSVQXOKL25yRkgD8FAWgzQofu

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added 'remote.students.cs.ubc.ca,198.162.33.37' (ED25519) to the list of known hosts.
jsnh@remote. students.cs.ubc.ca's password

Last login: Fri Jan 20 14:32:10 2023 from IS

Did you know there are other servers you can ssh to? Such as...
* thetis.students.cs.ubc.ca (64 CPU - 196GB RAM)
* pender.students.cs.ubc.ca (64 CPU - 196GB RAM)
anvil.students.cs.ubc.ca ( 8 CPU - 64GB RAM)
valdes.students.cs.ubc.ca ( 8 CPU - 64GB RAM)

For remote access to your students.cs mail, use the following server settings
IMAP: mail.students.cs.ubc.ca (SSL - Port 993)
SMTP: mail.students.cs.ubc.ca (SSL - Port 465)

jsnh@gambier:~g

(b) Windows: Logged in

Enter Linux commands here, such as |Is -| to see the contents of your home directory

When you want to leave the server, enter the command exit or on Mac or Linux, use the key combination ctrl-D



2 How to launch SQL Plus

SQL Plus can be used from the server command prompt

ssh to the server, as [illustrated above]

In this course, we are using the 'stu’ database on Oracle

Student accounts will be created as 'ora_YOURCWL' using your own CWL username

At the command prompt, enter:
sqlplus ora_YOURCWL@stu

Your password is 'a’ followed by your student number (Sally, with CWL 'notbob’ and student number 12345 would log
in with: ‘sqlplus ora_notbob@stu' and ‘al2345")

o =

jsnh@gambier:~% sglplus ora_js

).9.0.0.0 - Production on Fri Jan 27
All rights
i

11 login time: Fri Jan 27 2823 15

¢ Enterprise Edition Release 19.0.0.0.@ - Production

(a) SQLPIus logged in

Important note: This server allows only two simultaneous connections per user. If you cannot

log in, check that you do not already have two open connections.)

To quit and log out of SQL Plus, enter the command 'exit or quit

2.1 Setting up the SQL Plus environment

Setting up the environment for your account needs to be done once.

Information about SQL Plus and some instructions are at: https://www.students.cs.ubc.ca/~cs-304/resources/

sql-plus-resources/sql-plus-setup.html

The following instructions are similar to the instructions on the resource page linked above though include more details:

ssh to the server, as [illustrated above]

Check if the setup has been done by running the command:

cat .bashrc

Look for lines beginning with...

ORACLE_HOME=. ..
export ORACLE_SID=...


https://www.students.cs.ubc.ca/~cs-304/resources/sql-plus-resources/sql-plus-setup.html
https://www.students.cs.ubc.ca/~cs-304/resources/sql-plus-resources/sql-plus-setup.html

export LD_LIBRARY_PATH=...
export PATH=...

If those lines are missing, copy each of the following lines into the command prompt, hitting enter after each line:

If you're unfamiliar with editing text files on the server, see the next section "[How to create ot|

ledit a script on the server]’

echo export ORACLE_.HOME=/home/o/oracle >> ~/.bashrc

echo export ORACLE_SID=ug >> ~/.bashrc

echo export LD_LIBRARY_PATH=/home/o/oracle/lib32 >> ~/.bashrc
echo export PATH=$PATH:/home/o/oracle/bin >> ~/.bashrc

Optionally check the .bashrc file again and the new lines should be added at the bottom

cat .bashrc

Have the server reprocess the .bashrc file by running:

source .bashrc

The one-time setup is complete.



3 How to create or edit a text file on the server

A text file, such as an SQL script, can be created or edited directly on the server.

ssh to the server, as [illustrated above]

We'll use pico for simplicity, though any installed text editor works just as well

Optionally add the filename to the pico command

pico myscript.sql or just pico

M- + [ =

(a) Run Pico
Add text or edit as necessary
Close pico with Ctrl-x and a prompt will ask about saving the file

1M 4+ 1711 - 4

GNU nano 4.8 myscript.sql Modified GNU nano 4.8
c table Movie ( c .
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riD
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o To Line

(a) Add text in Pico
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(b) Pico is open

myscript.sgl

(b) Save in Pico
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4 How to transfer files (SQL scripts) to the server (scp)

SCP (Secure Copy) is a command line tool for transferring files between computers. (Like ssh, it should already be

available on your computer.)
Transfers can be between any two machines on which we have access.
In this case, we'll transfer from the local machine to the remote server.
Get the all.sql file from the references page
e https://www.students.cs.ubc.ca/~cs-304/resources.html
e .sql files are just text files of SQL statements and commands and can be opened with any text editor
e all.sql contains data that is used for some examples in this course and could be used for practice
Start from the command line on your computer (not ssh to the server)
The SCP command needs:
e source - the file to be transferred, including the path if it's not in the current working directory
e server - like ssh, it will require the format: YOURCWL@remote.students.cs.ubc.ca
e destination directory - (optional) target directory on the remote server; default is your home directory

The format of the command is:
scp PATH/FILE YOURCWLQOSERVER:DESTPATH

In our case (if all.sql is in the current directory):
scp all.sgl YOURCWL@remote.students.cs.ubc.ca:

Enter your CWL password when prompted.

Q

iremote. students.cs.ubc.ca I

(a) SCP command (b) Enter your password

Now, from the command line on the server (ssh), the file should be listed in your home directory

T3KB 1.1MB/s 00:e0

(a) The file is copied (b) The file is now on the server


https://www.students.cs.ubc.ca/~cs-304/resources.html

5 How to run the script in SQL Plus

ssh to the server, as |illustrated above]

Run SQLPIlus [as described above]

To run a script of SQL commands, use:
start all.sql

The script will run and provide some feedback

11w + [F 3

SQL> start myscript.sql

Table created.

Table created.

Table created.

S |

(a) SQLPIus script run

To see a list of tables in your database, enter this query into SQL Plus and hit enter:
SELECT table_.name FROM user_tables;

1711 4 o =]

SQL> SELECT table_name FROM user_tables;

(a) SQLPIus list tables

To run SQL queries with SQL Plus, either pre-write the queries into .sql files to run with [start or simply enter the

query within SQL Plus



	How to log in to the CS servers (ssh)
	How to launch SQL Plus
	Setting up the SQL Plus environment

	How to create or edit a text file on the server
	How to transfer files (SQL scripts) to the server (scp)
	How to run the script in SQL Plus

