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Review

• Strong Encryption
–
–

• In Fall 2013, it emerged that the NSA was 
engaged in a very wide range of wiretapping

https://en.wikipedia.org/wiki/Global_surveillance_disclosures_(2013%E2%80%93present) 

• Washington Post summary of the leaks:
–

https://en.wikipedia.org/wiki/Global_surveillance_disclosures_(2013%E2%80%93present)


Discussion 

Do you think Snowden behaved unethically?

What do you think about wiretapping more broadly?



FBI–Apple encryption dispute (2015-2016)

Follows https://en.wikipedia.org/wiki/FBI%E2%80%93Apple_encryption_dispute 

• In 2015 and 2016, Apple Inc. received and objected to or challenged at least 11 orders 
issued by United States district courts seeking to compel it “to use its existing capabilities to 
extract data like contacts, photos and calls from locked iPhones running on operating 
systems iOS 7 and older” in order to assist in criminal investigations and prosecutions
–
–

• Best known case:
–

–
–
–
–

https://en.wikipedia.org/wiki/FBI%E2%80%93Apple_encryption_dispute


Privacy and the Government

“It should be illegal to sell a mobile phone that cannot be 
decrypted by the police if so ordered by a court.”



“Lie Detectors”

• Present Day: Polygraphs
–

§

–
§

–
–

§
–
–

• Near Future: Neuroimaging
–

§



A Working Lie Detector

• Suppose a 98%-accurate lie detector were invented.  What 
should its legal status be?
–
–
–
–


